The protection of Personally Identifiable Information (PII) is an extremely high-profile issue for the Federal Government.  As with all sensitive information, it is everyone’s responsibility to ensure that it is protected at all times.   
What is PII?

· “The term personally identifiable information refers to information which can be used to distinguish or trace an individual's identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc..” as defined by the Department of Commerce.
· PII must be protected no matter the form that it takes and regardless of where it resides (in an email, on a computer, blackberry, on other portable devices or in a filing cabinet, etc.)
· PII transmitted electronically via email, file transfer, etc must be encrypted with a FIPS 140-2 compliant solution.  Please contact the NMFS IT Security Team for assistance when selecting a solution.
· If you use PII data please contact the NMFS IT Security Team for guidance.  A comprehensive guide will be available for ensuring protection of the PII.
System, Application and Data Owners
· PII should only be collected as part of a NMFS system or application when absolutely necessary. 
· All PII stored on a NMFS system, or PII in transit must be encrypted using a FIPS 140-2 compliant solution.  Please contact the NMFS IT Security Program for recommended transmission tools.
· Detailed records need to be maintained for who has access to PII on your system. (Internal users, external users, etc.)

· A Privacy Impact Assessment must be completed for any application that collects processes or maintains PII.

· Anyone who has access to PII needs to sign a Non-Disclosure Agreement (NDA).  The NDA must be updated at least annually.

Further Assistance 

If you have any questions or need more information regarding the protection of PII or any other IT Security issue please contact the NMFS OCIO IT Security Team.
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Incident Response and Monitoring
If you suspect that a PII exposure incident has occurred – you are required to immediately contact the NOAA Computer Incident Response Team (NCIRT), your immediate supervisor and the NMFS IT Security Team.

NOAA CIRT
Tel: 301 713-9111

Online Incident Reporting Form: https://www.csp.noaa.gov/V3_Form/
